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32 Air Force Enterprise Information Technology (IT) Services

32.1 Discovery

Definition/Description
The discovery services are the set of services that provide the formulation and execution search activities to locate data and metadata assets as well as data and application services within shared space repositories.  This set of services enables the 
formulation of search activities within shared space repositories (e.g., 
catalogs, directories, registries).  It provides the means to articulate the 
required service argument, provide search service capabilities, locate 
repositories to search and return search results. It supports developers in integrating Enterprise Discovery capabilities into other services, applications, and/or systems.
Desired End State
A single Air Force discovery service that effectively formulates a discovery search--determines the targets of the search (e.g., people, information, services) and invokes the appropriate activities to proceed, and processes search results, this can result in several iterations of evaluation, filtering, and search refinement before returning results.
 The discovery service should ultimately integrate currently disparate processes that use periodic transfers of data and transform them into real-time dynamic entities.
32.2 Mediation (M2M)

Definition/Description
This activity enables transformation processing  (translation, aggregation, integration), situational awareness support (correlation and fusion), negotiation (brokering, trading and auctioning services) and publishing.
Desired End State
A single Air Force mediation service that supports information transformation, translation of language and information content, format, and representation to support interoperability among services and also among user/entities, supports operational situational awareness, provides negotiation services, and information publishing.
 
The things passed should be in a standard format (probably XML for data) and the requester should be responsible for aggregation, translation, fusing etc (albeit some standard objects may be provided to help with this).
Short-term capability: to push data from AF systems on the NIPRNET to the SIPRNET to allow GCSS to provide the warfighter with the information it needs.
32.3 Enterprise Storage
Definition/Description 
This activity involves the logical, organized storage and retrieval of information from the information environment.

The storage and all associated maintenance of data (including COOP, security, backups, fail-over, archiving, records management, version control, access control, encryption) are undertaken with an enterprise-wide perspective.   



Desired End State

Protected storage environments that support the day-to-day and long-term data and information access, archiving, retrieving, staging and delivery of information in multiple locations and operational environments as needed to support AF and ultimately GIG data and information requirements.
 It shall be standards based and provide clearly defined and documented interfaces, shall provide access to and visibility of all data and information and stored in a manner that facilitates its timely retrieval, recovery and distribution.







32.4 Functional Application Hosting

Definition/Description
A capability to host functional applications on standard platforms consolidated at the appropriate level to meet operational requirements without unacceptable disruption of service.  It must be capable of the highest uptime requirements for any resident application and interface seamlessly with the storage service.


Desired End State
A set of standard platforms/nodes capable of hosting multiple functional applications with an inherent capability to monitor performance of the applications and provide real-time status to the host. It must also provide resistance to attack and be able to operate in communications impaired environments.
32.4.1 Installation Mapping and Visualization Services

Definition/Description

A service to accept input of all common geo-spatial data formats, maintain that data and display it such that all data is accurately represented in three dimensions (and if so annotated, by time period).  

Desired End State

A common set of services based on recognized standards that provide a single source of geospatial information.  The tool should be capable of tiered administration, utilize standard storage services, and support each community requiring geospatial support and services including security forces, civil engineers, communication planners, fire department, and operations personnel.  The service uses one standard set of symbols to represent different entities and has a standard set of functions to manipulate the display.  The service can import and export data in all of the common geo-spatial data formats.

32.4.2 



32.5 Enterprise Services Management (ESM)
Definition/Description

This activity consists of the planning, organizing, coordinating, and controlling the establishment, maintenance, and dissolution of all the capabilities of and services provided by the information environment. It comprises the development of the environment's capabilities, the management of its system and network configurations, as well as the conduct of its administration, monitoring, and response activities. It also consists of performance of all NetOps activities necessary to manage and protect the flow of information within the information environment. It takes functional and operational performance requirements as inputs and produces operational capabilities within the information environment. This activity is controlled by the operational environment; plans; policies; guidance; laws and regulations; tactics, techniques, and procedures; standards; and funding.

Enterprise Services Management enables the life cycle management (planning, design, developing, organizing, coordinating, staging, implementing, monitoring, maintenance, and disposition) of all the capabilities of, and services provided by, AF Enterprise Services (AFES) and ultimately the GIG, thereby enabling ESM + NetOps of systems, networks, and their defense, through standard technological solutions (people, tools, and integration).  
Desired End State
Integrated operational service management capabilities able to automatically obtain operational status, performance, configuration, and security information, and critical process and resource utilization from AFES (and from their sub-services, elements, and components as needed) in near real time.
32.5.1 Standard Desktop

Definition/Description
The tools and processes to manage a common, secure, reliable desktop environment that facilitates data accessibility anywhere within the enterprise. A reliable, standardized desktop is the key to effective distributed computing management. Without it, even carefully planned changes can disrupt critical business functions. 

Desired End State
The desktop will be standardized with the realm of the management entity responsible for it.  If a Network Operations and Security Center (NOSC) provides desktop management services, the desktop will be standardized with the Major Command (MAJCOM).  If the base Network Control Center (NCC) manages the desktop, standardization will be at the base level.  This management and standardization should be accomplished at the highest level practical without adversely affecting operational capability.
32.5.2 Remote Management
Definition/Description

32.5.3 Configuration Management

Definition/Description
Establishing, maintaining, and coordinating the software and hardware operating parameters used by the system and network control mechanisms within the information environment.

Desired End State
An automated and manual Configuration Management (CM) capability (for configuration items including security) for example, hardware, software, and system/service documentation as well as for non-AFES hosted, provided, or supported customer configuration items operating in, resident on, or relevant to AFES operations and the AFES operational environment.  AFES CM data shall include both non-operational and operational characteristics, e.g. serial numbers as well as router port assignments.  AFES CM data shall be made available electronically in a standard format to other AFES and non-AFES services as required.

32.5.4 Comm Transport Management
Definition/Description

32.5.5 Domain Name System (DNS)
Definition/Description
DNS provides enterprise wide hostname and IP Address resolution to facilitate the integration and discovery of other AFES, mission applications, and edge-user clients.

Desired End State
An AF enterprise service and architecture that eliminates the requirement for hard-coded addressing or redundant services within other AFES, mission applications, and clients.  Elimination of hard-coded addressing becomes increasingly important with the deployment of IPv6 on DoD networks.
32.5.6 Identity Management (IM)/User Authorization

Definition/Description 

This activity provides the services that are consumed by each node that makes use of identities. The services include registration, privilege management, account management, and token/biometric management.  Examples of consumers include the user registration function under Key Management Infrastructure (KMI), the user registration functions for computer accounts, the issuance of non-cryptographic identity cards, and the issuance of credentials (keys/tokens) by Public Key Infrastructure (PKI).

IM will be an essential service for effective management of user account and access rights information across heterogeneous IT environments, for Web and non-Web applications. 






ESM shall provide automated and manual user account and dynamic profile management capabilities that will enable the management and administration of enterprise users and their corresponding profiles to include passwords, preferences, and establishing access to enterprise services.  This service offering will be closely coordinated with supporting IA/Security and User Assistance services.
A federated service that (1) establish and maintains unique digital identities for GIG entities/users that do not change over time; (2) manages roles and privileges for established identities; (3) issues and manages digital credentials; (4) used the digital credentials to authorize or revoke access to GIG resources; (5) is continuously synchronized with other IA/ Security services and mechanisms through IA situational awareness.
While the responsibility for managing user authorization is typically levied on the entity responsible for a certain Community of Interest (COI), the tools, processes and capabilities to do so are an enterprise issue.  This view facilitates a robust role-based access to information and supports a strong enterprise data stewardship construct.  Five critical capabilities are associated with Identity Management
Vision/Desired End State

A single identity management system deployed to serve the common user community that creates trusted identities, support multiple authentication methods and multiple namespaces and be vendor and technology independent. It will be capable of tiered administration to allow local changes/updates by authorized personnel. The identity management service will provide underlying support for user authentication, directory, and security services.
32.5.6.1 
32.5.6.2 
32.5.6.3 
32.5.6.4 

32.5.6.5 Authentication

Definition/Description

Authentication verifies the identity of a user/entity, or the data stored, transmitted, or otherwise exposed to unauthorized modification within the information environment. The authentication function for a principal takes as its input a set of authentication parameters for the principal and produces an authentication decision. Using policy rules, input parameters of the principal are compared with protected parameters held within the system representing the principal. When the protected parameters successfully compare with the input, then a valid identity (authentication) decision is returned as the control result; else an authentication failure is returned in accordance with specified policy.

This service shall provide a means for authenticating all AF entities and for verifying their access credentials are valid and active. Authentication is a service used to verify a claimed identity.  It is generally divided into two classes.  Data origin authentication is applied to information to assure the identity of the source of the information.  Entity authentication is applied within a communication session or transaction to assure the identities of the participants and to verify their participation in that specific instance of communication.
Desired End State

Provide single sign on to the network based on a PKI certificate and biometric identifier.
32.5.6.6 Authorization

Definition/Description

This function takes as its input a set of invocation parameters (e.g., login, access resource, access service, delegate authority) and-based upon the policy rule set and parameters available from the target of the invocation-provides an authorization decision to permit the actions of the invocation.

The AFES shall provide the capability to manage access to the information and resources based upon a digital security policy as well as the entity’s credentials, privileges, roles, and profile 

Desired End State

To provide course grained access control as a centralized feature based on digital certificates and to provide a capability to pass credentials to legacy applications for fine grained access control.  

32.5.6.7 Global Sign On/Single Sign-On
Definition/Description
Sign-on capability that allows a user/entity to log on anywhere, anytime within the AF enterprise and subsequent GIG based upon an entity’s credentials, privileges, roles, and profile without any requirement for additional identification and authentication and disallow multiple simultaneous global accesses. 
32.5.6.8 Identity Protection 

Definition/Description
Provide confidentiality, integrity, and protected access to the digital unique identity.  

a. 
32.5.6.9 



32.5.6.10 Privilege Management
Definition/Description
Privilege management is the granting and revocation of privileges in accordance with general environment policies and the policies of specific COIs. Privilege is a special authorization that is granted to particular users, operators, system programmers, technical control officers, system security officers, other system security support personnel, or software entities within the information environment.


32.5.7 Directory Services

Definition/Description

This activity focuses on the monitoring of catalog/directory states and events, and initiates specified activities to maintain and assure capabilities of the associated infrastructure. It maintains information that allows users to identify and locate individuals, organizations, operational nodes, services, COIs, and associated descriptive information. The Directory Services posts updates to the directory database based on inputs from various organizations, and it works with organizations to ensure information is current.

32.5.7.1 Maintain Catalogs/Directories
This activity focuses on maintaining metadata regarding location of information environment products and services.  It arranges information content systematically with descriptive details to facilitate user/entity discovery and accessibility.

Enterprise directory services, a collection of users, user passwords, and, usually, information about what network resources they can access, serves as the central site for storing and managing user identities and privileges, network resources and applications. It's the central repository for collecting and synchronizing data among different applications.

Desired End State

Centralized AF directory services, an enterprise directory system that automates the control and coordination of user data, security and distributed resources. An enterprise directory for user authentication and authorization able to provide secure, timely control and access to all resources. Improved communication between applications, databases, networks, and operating systems by providing consistent, reliable information in an efficient and effective manner.

· An open architecture compatible with existing IT infrastructure and emerging standards to enable integration of existing and future applications 

· Scalability, manageability and response time to cope with rapid growth in number of users into the millions 

· Support for Single Sign-On and federated identities within your Enterprise or beyond it to include other agencies and governmental partners 

· 'Always on' reliability - down time or poor performance can have significant financial impact 

· Strong, but flexible, authentication methods based on the sensitivity of the protected resource. 
· Comprehensive auditing and reporting to easily monitor and control access
32.5.8 Continuity of Operations
Definition/Description 
This activity focuses on the full lifecycle of incident response, from the assessment of an incident to the closure of an incident. Response activities apply triage and response tactics, techniques, and procedures (human-performed, human-directed, or automated) to address failures, outages, attacks, and unauthorized access or misuse of resources. They include immediate and long-term actions initiated to ameliorate or negate the operational consequences of an incident that causes degradation of the information environment's capabilities or performance. These activities determine priorities; identify mitigation opportunities; and correlate, track, and investigate network and systems anomalies. Responses implement defensive and offensive actions to mitigate threats and incidents that affect system and network operations. Responses include hardening the defenses of the systems and/or networks, containment, recovery, restoration, and reconstitution. Response activities also include support of law enforcement/counter-intelligence operations through evidence collection and forensics, diversion and observation of intruders, and trace-back. It also includes the need to coordinate Computer Network Attack operations. It takes incident data and assessments as inputs and results in administrative and prosecutorial actions, and in directed computer network attack actions. This activity is controlled by the operational environment; plans; policies; guidance; laws and regulations; tactics, techniques, and procedures; standards; and funding. 

· 
· 
· 

Desired End State

Implementation of a comprehensive and consistent enterprise strategy that ensures response activities, which yield the restoration of capabilities or performance to pre-event status in a timely manner even with the loss of the primary store of that information.
32.5.9 Network Time Service (NTS)
Definition/Description 

A precise NTP (Network Time Protocol) service for both workstations and servers. Accurate time and synchronization are crucial for successful war and peacetime mission transactions. 

NTS implements a robust, accurate time distribution system, ensuring synchronization across the enterprise and facilitating information transfer.

Desired End State

NTS that facilitates the integration of data exchanges by introducing standardized, synchronized time services throughout the enterprise. 

An architecture that eliminates the need for disparate timing standards and sources, converging all time requirements to a single source.  The architecture should encompass all systems that require standardized, synchronized time services. 

32.6 Collaboration
Definition/Description 
This activity provides and controls the shared resources, capabilities, and communications that allow real-time collaborative interactions among participating group members. This environment provides synchronous collaboration capabilities; asynchronous collaboration can occur through other net-centric services and applications that are provided within the information environment.

Collaboration compliments other services such as Messaging, Mediation and Discovery to provide a comprehensive access to information from anywhere, anytime, over any medium, and from any device or application.  It provides users with a range of interoperable collaboration capabilities, based on commercial standards that are secure and fulfill DoD’s operational requirements.  It enables real-time situational updates to time critical planning activities.  Levels of collaboration include Awareness, Shared Information, Coordination and Joint Product Development.  Historically, Collaboration Services were handled via Meetings, Conference Calls, Email and Newsgroups.  Real-time collaboration has been provided through point solutions, which have been unable to support the DoD dynamically.  As this technology evolves a great deal of synergy and convergence will be seen between Collaboration and Messaging.  Currently, the services-based components include the following capabilities:

· Chat/IM – Holding a text conversation with other members in the same conference.

· Whiteboard – Sharing a simulated drawing space with other users. Can be used to annotate pictures or maps. 

· Audio – Sharing audio among users in a conference.

· Video – Sharing audio and video among users in a conference.

· Shared Applications – Allowing any application running on a user’s machine to be shared with all other users in a synchronous meeting session, even if they do not possess the application.  Sharing gives users the ability to either view the application or to both view and interact with the application.

· File Sharing/Virtual Workspace – A persistent environment equipped to hold and support user meetings and import and store multi-format information products for later retrieval and use.

· Awareness – Application that provides users of different systems (i.e., DCTS, OCS, CVW, IWS, Sametime, CUSeeMe, etc.) awareness or presence of users and spaces.

Web Conferencing and Instant Messaging (IM) are increasingly being used in the enterprise to enable people to communicate, collaborate and learn in real time.  Publish/Subscribe and Web Services will provide quick registration/access, cross enterprise awareness and enhance interoperability among DoD organizations’ portals.  The combination of data communications and telecommunications will result in Unified Storage and Unified Communications through Internet Protocol (IP) channels and devices.  Collaboration standards will continue to mature while the necessary components will migrate as they prove to be part of core infrastructure for GIG Collaboration Services.  Collaboration should be fluid, allowing teams to form rapidly and dissolve across time, space, and Agency and Service boundaries.

The DoD has directed that all collaboration products utilized by DoD must demonstrate compliance, interoperability, and certification by the Joint Interoperability Test Command (JITC) before they can be used on DoD networks.  The current collaboration initiatives utilize a fully featured suite of Collaboration tools that consist of many parts including NetMeeting, SunForum, Digital Dashboard, CUSeeMe, Envoke, Streaming Server and RealPlayer.    Collaboration must integrate with other services such as Local/Global Directory, Public Key Infrastructure (PKI), Messaging and Awareness.  

The interaction among user/entities reviewing and sharing multimedia data, information, applications and common situational perspectives, including the conduct of asynchronous and session-based dialogues/meetings. Collaboration requires the physical connection to the shared workspace, and involves viewing and manipulating information in a common forum, using shared workspaces, whiteboard, sharing applications, interactive analysis of information, interactive development and editing of documents/briefings. Allows users to work together and jointly use selected capabilities of the information environment. [NCOW]

This core enterprise service provides secure net-centric capabilities (e.g. Audio, Video, Whiteboard, chat, shared file space, shared applications, & awareness), enabling ubiquitous interactions among participating members (including user/entities from any platform) that is persistent and utilizes other related net-centric services (including discovery, storage, IA/Security).  Like most of the other core enterprise services, collaboration relies on many of the other core enterprise services to enable collaboration.  The intent here is not to duplicate services, but to simply indicate collaboration needs for the other services to provide.  Where related services are imbedded in collaboration capabilities, they will be implemented consistently with the other core enterprise service implementations.  Whenever available, collaborative services and applications will use ratified and/or defacto standards, as stated in the Joint Technical Architecture (JTA), when specifying interfaces and refer to the Defense Collaboration Tool Suite (DCTS) as the default components, when constructing a system.  The AFES shall provide a collaboration service capability that facilitates information sharing between a group of authorized users in a collaborative workspace.  Each collaborative workspace defines the access control criteria based upon the GIG digital policy for the information and resources within the workspace.  Only those GIG users who meet the access control criteria shall be allowed access to the collaborative workspace.  The collaborative workspaces may be temporary or permanent.  Within the collaborative workspace, the confidentiality and integrity of the information will be maintained.  When no sufficient standard exists, collaborative services will use open, non-proprietary reference implementations.  In the event neither standards or open reference implementations exist, only then, will collaborative services consider proprietary solutions.  The following sections detail high-level functionalities that support the Block 1 AFES Collaboration Service as part of the Core Enterprise Services (CES).  Collaboration sessions include the capability to build virtual workspaces that allow planners to simultaneously participate in multiple collaborative planning sessions via video, audio, text and productivity applications while maintaining the confidentiality, integrity, and availability of the different sessions.  Continuous and constant data (whiteboard, text chat logs, etc) should remain even after all users leave the virtual room/conference and the AFES shall protect this information.

Desired End State

A set of collaboration tools based on recognized industry standards accessible across the enterprise to Air Force members with a mission need.

32.6.1 Audio.

Provide the capability for users to communicate with other session participants in or out of collaborative sessions using audio capabilities.

32.6.2 Video.

Provide the capability for users to communicate with other session participants in collaborative sessions using video (with imbedded audio) capabilities.

32.6.3 IM/Chat/WB.

Chat/Instant messaging refers to the capability for two or more users operating on different computers to exchange text messages in real-time.  Enable users to participate in multiple chat sessions concurrently.

Provide the capability to share a document and enable multiple users to annotate information “on-top” of this document.  This capability is analogues to a whiteboard.
32.7 Messaging
Definition/Description
Provides services to support asynchronous and synchronous information exchange.

The exchange of specially formatted data describing events, requests, and replies to a messaging server, which acts as a message exchange program for client programs. Messaging allows programs to share common message-handling code, to isolate resources and interdependencies, and to easily handle an increase in message volume. Messaging makes it easier for programs to communicate across different programming environments (languages, compilers, and operating systems) since the only thing that each environment needs to understand is the common messaging format and protocol.

There are two major messaging server models: the point-to-point model and the publish/subscribe model.

This service grouping provides the ability to exchange information among entities/users on the enterprise infrastructure that ensures message delivery will get to only authorized (intended) recipients.  AFES messaging service shall provide writer-to-reader accountability and non-repudiation that is scalable within the enterprise and is available and accessible enterprise-wide to all GIG users. Provide confidentiality, integrity, identification and authentication, and non-repudiation messaging service capability robust, survivable, and capable of “rapid restoration (define)”. Support open standards, which permit interfaces with external systems.
Messaging service: In integrated services digital networks (ISDN), an interactive telecommunications service that provides for information interchange among users by means of store-and-forward, electronic mail, or message-handling functions. Synonym [loosely] electronic messaging service. [ANS]

Provide Messaging Services:  Provides services to support asynchronous and synchronous information exchange. [NCOW]

Messaging Services Components.

Messaging can benefit from previous studies and initiatives that were performed to further messaging technology and services that recommended moving away from the current End-to-End messaging architecture for scalability, maintenance and cost reasons.

Desired End State

A machine-to-machine messaging solution based on recognized industry standards that interface with centrally hosted applications.
32.7.1 Manage Messaging Resources
This activity consists of all activities needed to support formal (organizational and/or structured) and informal (email and/or unstructured) messaging services.  It includes support for tactical requirements. It supports the composition and validation of outgoing messages (message preparation). It supports the processing of incoming messages, including subsequent distribution to intended recipients as users of the information environment. The activity establishes and conducts message (bulletin) board services. It also supports official message traffic.
32.7.2 Manage Electronic Messaging (Email)

Definition/Description  
This activity focuses on the establishment and maintenance of email capabilities based on operational requirements.


An enterprise email solution must serve the entire AF community, meet high security, performance and reliability requirements, and provide a foundation for scalability to be able to absorb change.  With email serving our missions as a global communications system standardizing the platform and continuity of AF email serves a multitude of operational benefits.

1. High performance, swift delivery of messages 

2. High reliability, zero downtime 

3. Low cost of ownership 

4. Ease of implementation
5. Ease of use, minimal impact on the desktop and minimal calls to the help desk
Desired End State

Email that provides a standardized, SSL-secured email capability for all airmen and civilians -- valid for the entire length of service and wherever the individual is assigned. 

32.7.3 Tactical Data Link
Definition/Description

This activity focuses on the establishment and maintenance of specified tactical data links based on tactical participants, operational requirements, and dynamics of the situation.

Desired End State
32.8 Security/Information Assurance   

Definition/Description 
Information operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.  Measures taken to protect and defend information, computers, and networks from distraction, denial, degradation, or destruction.

The purpose of the Information Assurance/Security (IAS) service is to provide authentication, access management and domain security services.  These IAS services enable: resistance to non-user system access and interference, in addition to preventing user misuse and security errors.  The IAS service interoperates with the other core services to protect the AFESs as a whole entity.

The IAS is a framework and federation of services that provide a foundation to implement uniform, consistent, and effective security, protecting both providers and consumers. The IAS relies upon and works in concert with lower-level AF and ultimately GIG infrastructure security services such as encryption.

The IAS CES will also provide domain and logging services.  The domain services will enable COIs to restrict access to their services to their communities while allowing selective access and sharing of their services with entities outside of their community.  The logging services will enable other services to record security events and to analyze the logs to prevent or detect security issues.

It will use the underlying network services for basic connections between service providers and their consumers.  The underlying network services also provide a security infrastructure that will protect the network from unauthorized access.  Many of these infrastructure security services are at levels below the transport layer of network communications and protect the infrastructure from external attacks.  For example, measures that protect classified information transmitted over insecure links such as those using public telephone networks are infrastructure responsibilities.

32.8.1 IA Services Management (IASM)
32.8.2 

A federated service that is integrated with Enterprise Services Management NetOps and (1) establishes and maintains the AF and GIG IA Architecture and IA standards and guidelines for membership in the GIG; (2) ensures that confidentiality, integrity, and availability mechanisms are appropriately employed according to defense-in-depth principles and the AF and GIG IA architecture; (3) screens potential and current entities/users to ensure compliance with AF and ultimately GIG IA architecture, standards and guidelines; (4) ensures that IA-related information about AF and GIG entities/users is identified and published (e.g., identity, organization, group membership, role, privileges, IA certification and accreditation, information classification, information releasability, information handling caveats); (5) administers IA core enterprise services; and (6) ensures that AF and ultimately GIG entities and information are retired or disposed in a secure manner.
32.8.3 Cross Security-Domain Exchange (CSDE)
An enterprise service that manages security domain policies and the automated exchange of data across security domain boundaries.
32.8.4 Non-repudiation Services
An enterprise service that provides mechanisms for ensuring that a transferred message has been sent and received by the parties claiming to have sent and received it.   Mechanisms may include but are not limited to digital signatures, which may also be used to bind metadata tags to data, digital receipts, and timestamps.  
32.8.5 Access Management
A federated service where (1) persistent digital identity credentials are issued and managed; (3) net-centric transactions (e.g., task, post, process, use, subscribe, advertise) are managed through explicit access logic that relies on digital identities and IA-related information made available through IA services management; and (4) the data separation configuration, cross security-domain exchange, and access logic are continuously synchronized though IA situational awareness services.
32.8.6 IA Situational Awareness
A federated self-synchronizing service that provides visibility, feedback, and decision support through subscription to ESM NetOps information, and through sensing, audit, correlation and fusion, monitoring, and analysis of AFES and ultimately GIG activities.
32.8.7 Computer Network Defense (CND)
A federated service that uses IA situational awareness services in concert with intelligence, counter-intelligence, and law enforcement services to identify, characterize and respond to threat and unauthorized activity within the AFES and ultimately the GIG, and to manage the restoration of information services disrupted or degraded by unauthorized activity.
32.8.8 
32.8.9 
32.8.10 

32.8.10.1 

32.8.10.2 

32.8.10.3 

32.8.10.4 

32.8.11 




Desired End State
32.9 User Assistance Services

Definition/Description

User Assistant provides automated or manual capabilities to assist users to efficiently and effectively utilize AF and ultimately GIG resources in the performance of tasks. User Assistant shall provide presentation capabilities, decision aids and tools, as necessary, to maximize user efficiency and performance of their task, with operator aids designed to support specific user tasks and tailored to the information needs of the targeted user. Provides the ability to capture and manage user preferences and enables the automatic configuration of the user’s information systems environment. Provides context-sensitive, on-line help tools at the user’s request.

Desired End State

A user support capability consolidated at the highest level practical to ensure end users are provided necessary support while minimizing the resources required to provide that support.  The service will provide a single user touch-point for IT problems.

32.9.1 Help Desk
Definition/Description
A service desk capability to support AF enterprise service user and customer incident and service request reporting, prioritization, tracking, management, and resolution. 

A central repository for technical advice and solutions for network systems, software applications assistance, automatic data processing support, hardware exchange, and repair service support.

Help desk interaction should provide customized help to the user/entity and user/entity agent.   The help provided is based upon knowledge of the issue source and associated environment resources. This activity coordinates with the user/entity agent for personalization of interaction.  This activity also provides knowledge and training associated with the information environment, and also supports provision by out-of-band or external communications means.

Desired End State

DISTRIBUTION STATEMENT B. Contract Sensitive. Distribution authorized to United States Government agencies and their contractors with an official need. Other requests for this document shall be referred to the Air Force Chief Information Officer Systems and Technology Directorate (AF-CIO/S), 1215 Jefferson Davis Hwy., Suite 1402, Arlington, VA 22202.
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